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The "IDeAL" POC

a Wing-to-wing Proof of Concept for an Inter-company Distributed Accounting Ledger
Gary Criscl, Principal Architect, General Electric
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Everyday, GE is
helping doctors save
3,000 LIVES

GE powers over
30% OF THE
WORLD’S ENERGY

“Our primary focus must be on delivering outcomes. We don’t define that solely by the number of gas turbines, wind turbines, jet engines, or CT scanners we manufacture.
The ultimate purpose of our work is the children in distant villages who get access to electricity for the first time, the travelers who get home safely, and the patients
who receive better diagnoses and treatments in the moments that matter most. When our teams understand customer needs and deliver outcomes for them, we always

end up in a good place for our employees and our owners.”
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* Oracle blockchain as a service platform (OBP)
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CHALLENGE o

Modernize GE's Internal Billing System (IBS). IBS is a 25 years old mainframe-based application
with an average annual flow of 4MM inter-company invoices. As many mainframe apps it brings
a high TCO, an increasing technical debt and a reduced talent pool with specialized skills.




The art of the possible for inter-company transformation

m Integration with Finance systems

IDeAL Mobile-first front-end application
Intercompany

. . Microservices architecture Clay
Distributed s
Accounti ng Ledger Dispute Management platform

Smart analytics &)




Current inter-company transaction flow

High Level: In-Scope Entities, and Transactions Flows & Sizing

Intercompany Transaction Flows Intercompany Pairs: Number & Value of Transactions Per Month
| Aviation | Healthcare Transactions per Month by Pair
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Solution design aligned to Intercompany Business
Capabilities Model

3.3.1 Operate IC Transaction
Management System

1. Initiate Imtercompany

Transaction

2. Agree PO/SO/semvices
transactions match

3. Manage multi-currency &
cross-currency IC transactions

4. Maintain substantiating
documents of the transaction
for audit and Tax purposes|

3.3.2 Govern IC Master Data

1. Govern Vendor & Customer
Master Data

3.3.3 Execute Settlement Process

1. Determine payment routs

2. Control billing to disabled
counterparties

2. Initiate payments

3. Manage Vendor & Customer
Relationships

4. Govern Bank Account
Master Data

3. Calculate FX Gainand
losses

3.3.4 Deliver visibility to W2W
Process

3.3.5 Drive efficient reconciliation
process

2. Provide visibility across
standard issue resolution
process

3. Provide visibility of
historical transactions

2. Execute seamless

1. Provide operational view of
open invoices flow

4. Operate Payment
Thresholds policies

5. Perform TAX calculations
according to local rules

6. Adapt to volatile business
landscape

7. Provide communication /
collaboration between

counterparties

&. Operate month-end dosing
process

9. Operate alternative
channels for non conforming
and off of period transactions

5. Operate IC Process aligned
with ESCOA rules

6. Reflect Accounting
Segments Master Data

5. Execute Inv netting (bilat &
multilateral ) & aggregation

6. Manage flexible Settlement
Schedule

7. Operate Cashless
Settlement

8. Comply with Restricted
Currency Policies

4. Provide visibility of
Integration errors with related
systems

5. Optimize payment cycle
visibility

6. Provide notifications to
users asneeded

integration with IT systems

2. Support Account
Reconciliation Process

The Intercompany Business
Capabilities Model was created
in collaboration with functional
users and process leaders. It
illustrates the activities that the
Intercompany function should be
able to perform regardless of the
technology.

This model was used to drive the
technology assessments that will
be described in the upcoming

pages.



Blockchain solution design overview

The Blockchain solution connects independent ERP systems through an integration layer to applications
governed by smart contract business rules and a web-based user interface

Intercompany Blockchain Solution Architecture

Solution Benefits:

The solution connects existing ERP
transaction systems via

ERP
EBS, SAP, JDE, etc. Cloud ERP, SCM Cloud HCM, CX

... internal enrichment and INTEGRATION

and document management ... Process Efficiency

BLOCKCHAIN SMART CONTRACTS Financial Efficiency
el Business Enablement

.streaming distributed ledger DATA WAREHOUSE Architecture Modernization
with modern analytics tools...

... With @ common user interface USER INTERFACE

framework that supports various PO/ Invoice Health Check Settlements Disputes Suspensions Rules
fUﬂCtiOﬂS. Management




iDeAL Solution architecture

Transaction Flow and Distributed Network Architecture

Transaction Flow
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Distributed Network Configuration

Businesses share a set of common, secure communication
protocols that automate processes across the ERPs..

Corporate
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Work
Flow
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Tech Stack

Oracle Blockchain Platform (OBP)

Data Warehouse (ADW)

Analytics (OAC)

Identity access management



Blockchain Process Flow & Interaction Model

Transaction recordation, business process/logic optimization, DRM/EVE Validation and Enrichment

Generic Interaction Model

ERP

Local OIC

Global OIC

DRM

EVE Process Cloud

Acquire Data

Update Invoice
Status

40_.

ERP Update to OIC Local

Submit Invoice °
Validation to DRM and

Response & Enrichment

Update Invoice

Validation to EVE &
Response :

Invoice Submitand Smart

Blockchain

Y

Status

A

ERP Update to OIC Global

Contract Validation




Process Flow & Interaction Model: Failure scenarios

Transaction recordation, business process/logic optimization, 2 - or 3-Way Match Failure

Generic Interaction Model

ERP Local OIC Global OIC DRM EVE Process Cloud _

< @ > Validation to DRM and Failure Response

s f, < @ . Validation to EVE and §=ailure Response

©
Y o ) Invoice Submit and N
0 h Smart Contract Validation ™
E E Initiate Resolution @ N
S .é Update Update - Failure Resolution @
W
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Invoice Submit and @
> ®—> Smart Contract Validation
ERP Update to ERP Updat

e Invoice
OIC Local to OIC Global Recycles

Validationto DRM &

_ Response @

Validationto EVE and Response

Invoice Submit and Smart
ContractValidation
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Update Invoice Update Invoice < Failure Resolution @

Status Status < Q >
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Failure
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Match Failure
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Blockchain Process Flow: Dispute Management

Initiating and resolving disputes

Generic Interaction Model

Global OIC DRM EVE Process Cloud Blockchain

Invoice Submit and
Smart Contract Validation

0 Initiate Dispute
Initiate Dispute & -

Raise Event
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Why Blockchain?



Blockchain Unique Value Proposition

&

Trust

Non-repudiation reduces
risk of fraud

Tamper-proof / tamper
evident records

Process integrity based
on pre-agreed rules

s
Transparency

Single source of truth

Optimized decision-
making

Self regulating

Full audit history

C I |
m
AO.
4 O

No Intermediaries

Improved consumer
experience

Faster transactions

Lower transaction cost

s

Automation

Real-time reconciliation
and settlement

Continuous visibility into
relative positions

Eliminate risk of human
errors

Blockchain has moved beyond the hype, and is poised to deliver value to enterprise



Spectrum of Blockchain Models

Enterprise
Focus

Public/Permissioned

Public Blockchain

Private Blockchain Federated/Consortium

Blockchain

Blockchain

AcCcess

Anyone

Single
organization

Multiple selected
organizations

Multiple selected
organizations

Participants

Permissionless

Permissioned

Permissioned

Permissioned writers
"“Public” read access

Anonymous Known identities Known identities
. Pre- d
Security Consensus Pre-approved Pre-approved p;er&%ﬁtvgeupdate the
mechanism participants participants ledger
Proof of Work / Voting/multi-party Voting/multi-party EL;@CX@E'S@ policies for read
Proof of Stake CONSEeNSsUS CONSeNsuUs
Transaction Slow Lighter and faster Lighter and faster Lighter and faster

Speed




Blockchain is not a solution to
all problems

Qualifying questions:

Do your business processes cross divisional or
organizational boundaries?

Do cross-system discrepancies that impact
operations?

Is there less than full trust among transacting
parties?

Do you rely on intermediaries, possibly charging
expensive fees, adding risk or delay?

Do you rely on periodic (batch) reconciliations?

Is there a need to improve traceability or audit
trail?

Do you need real time visibility into multi-party
transactions or processes?

Typlcal Enterphse Sceha ios

¥, & ¥

Enable distributed,
autonomous marketplaces

Reduce friction in business

transactions & reconciliations

Securely maintain and share
decentralized records

Track the provenance of
products and materials




Enterprise Blockchain in action

Enterprise Blockchain is a type of corporate Blockchain implementation that focuses on the streamlining and automation of
operational processes within a secure network of participants

Current State versus a Blockchain enabled ecosystem Key Characteristics of an Enterprise Blockchain
* Blockchain creates a single source of truth for multi-organization interactions and business * An enterprise Blockchain is permissioned; only
processes authorized/enrolled transacting parties can participate
Current State Future State » Transaction requests are cryptographically signed by their originating
members for non-repudiation
Enterprise A Enterprise A
« Codified business rules on the blockchain (smart contracts) enable
autonomous transaction processing, resulting in signed RWSets
JR. * Multi-party consensus is used to agree on the RWSets and the
s’ . . . .
I/ \\ transaction ordering before its committed to the ledger
I \
I H . . . . .
\ 4 N 4 » Transaction data is stored in cryptographically linked data blocks on
2 & 2 & participant nodes; signed data cannot be modified without detection
K > s s K O\ - A4
'%6 f 'v%,o f * Transaction information can be stored only on the nodes owned by
> @ ¥ ® parties specific to a transaction, but a hash to prove the

transaction can be stored in a shared ledger

Disparate systems and processes are Enterprises share acommon, secure « There is no single point of failure. as data blocks are replicated on
(manually) translated between enterprises communication protocol that automates intra- !

firm processes participant blockchain nodes

M lorE ion- .
anualor Exception - Blockchain Node
prone Process

Enterprises share a common, secure communication protocol that automates intra-firm processes



Hyperledger Fabric



What is Hyperledger Fabric?

Hyperledger Fabric (HLF) is a robust and flexible blockchain network architecture that provides enterprise-ready security,

scalability, confidentiality and performance. Its unique implementation of distributed ledger technology ensures data integrity and

consistency, while delivering accountability, transparency and efficiency. As a permissioned network, the HLF delivers a trusted

blockchain network, where members are assured that all transactions can be detected and traced by authorized regulators and

auditors.

Fabric offers:

v

D N N N NN

A permissioned blockchain model with membership services

Programmability - containerized smart contracts for automating business processes

Independent Ordering Service delivers transaction blocks consistently to peers in the network and provides greater scalability
Channels and Private Data Collections for confidentiality and privacy

Modular architecture with pluggable data store, consensus protocols, and multiple providers of membership services

No cryptocurrency required!

~ v/« HYPERLEDGER

<% FABRIC




Smart Contracts

Also known as chain-codes

« Adataschema and a set of business rules defined in code that describes all the conditions and steps pre-agreed

by the participants for a specific transaction

* Transactions that meet the criteria of the smart contract as executed by multiple member nodes are considered

valid and are automatically committed to the ledger without further intervention required

* Foundation of “algorithmic trust”

21



Smart Contract Functions and Logic for Reconciliation and Netting Flow Key

Smart contract design and process logic  Smart Contract Logic |

Smart Contract Functions Smart Contract Logica o o
a PO Submission and e Intercompany Agreement PO Submission and Receipt Submissionand  Invoice Submission and
Validation * Check ICA Exists Validation Validation Validation
. , * Check ICA Invoice Matches A |
* Checking Duplicates . Update Stat :
* Updating Status pdate Status |
Update Status E
G Receipt Submission and o Real-time Netting and Settlement “ pail — |
Valldathn . * Match 2/3 way POs and ICAs al ‘ !
* Checkiif PO Exists * Check Invoice Receipt Type |
* Validatingand Ingesting « Check Net Settlement Exists .11 Updatestatus = || = UpdateStatus |
Receipts » Update or Create New Settlement
* Updating Status
° Invoice Submission and a oi Handli =
Validation Ispute Handling
« EVE Validation * Check Status If Dispute allowed
« DRM Validation * Update Invoice Data «— Fail
- Update Status * Update Settlement Data
* Add to Success or Failure List <« Fail
° 2/3 Way Match
« 2/3 Way Match (Reconciliation) , Dispute

* Aggregate Type
* Legal Entity Type a

Process Payment




Open Source Hyperledger Fabric with Key Oracle Value-Add

Provisioning & Integration

Oracle Cloud Managed Service

Infrastructure ) )
Object Store Integration

Management/Operations Console

REST Proxy
Supports rich set of Fabric APIs via REST calls

Orchestration O Enables synchronous invocation as well as events/callbacks and extensive DevOps
operations

Simplifies integration and insulates applications from underlying changes in transaction
flow

Ledger DB replaced by Berkeley DB
Data Management, O CouchDB rich query support at LevelDB performance

Reporting & % SQL-based rich query support and results validation at commit time
o

Analytics Rich history database
Streams transaction history to ADW/DBaaS and hooks up with Analytics/BI

Security Integration

IDCS User/role management

EIEE.'. Authentication for OBP Console, REST Proxy, CA
Fine-grained Access Control Lists capabilities

Security




Architecture



Cloud Services Building Blocks

Pre-integrated Cloud Services for rapid development and managed operations

Custom Development,

// Low-code/Declarative N
| |
| |
| |
I > |
| |
| |
I |
| |
| |
I |
| USERS, a | e ey e - - - - - - - - - |

GROUPS | DASHBOARDS SMART CONTRACTS ~ INTEGRATION |
| RoLES .| & REPORTS (CHAINCODE) ORCHESTRATIONS

REST Connector

EBS Adapter

SAP Adapter

Oracle Cloud Infrastructure (OCI)

ERP Adapter

___j::: Cloud HCM

EVENTS

s Cloud ERP
pd  Cloud SCM

. B e m e

Cloud CX




Solution & Integration with Oracle Products

Solution is built on a suite of Oracle Cloud platforms

Solution Overview

Identity Management

Accounting Data Ingestion

:

Enrichment/Validation

»
»

<
<

:

Exception Management

Users, Groups,

Roles, SSO

PO/Invoice
Ingestion,
Enrichment &
Validation

Exception
Management

Business Logic &
TX Recording

Analytics &
Forecasting

User Interface

Technology Stack

Oracle Cloud
e N

Identity Cloud Service (IDCS)

Buyer ERP

BU-Specific Orchestrations (ERP integration,

S e o ——————
rati

Enrichment/Validation Oracle Integration Cloud (OIC)

I

(PM) Process (Workflow) Management (OIC)

A

I
|

Pre-integrated
Connections

OIC Application
Adapters

REST API-based
Integrations and SQL



Security: IDCS and Federation to Remote Identity Providers

® © ® G identity Cloud Service x  +

< C

# idcs-2ebdbaf6ee474f218ae7a8740e15341b.identity.oraclecloud.com/ui/vi/adminconsole/

@ MyGe % Confluence B3 GE B3 EPM [ Exalytics B3 Oracle [ OracleCloud [ ODTUG [ DLT (3 Microsoft B3 Tools [ Training [ Social Network [ News [ Frequently Used

Dashboard = ORACLE' Identity Cloud Service
Welcome 212357470

| Watch the Video Learn More

Filter by Date Range Last 30 Days ~

49 o
Total
14 1

Created Removed

3 ?

Resets

5 Failed Attempts

Quick Links
Reports
Administrators
Notifications
Password Policy

8randing

What's New

i ®

Here's what you can do:

Onboarding Users and Groups
Onboarding Applications
Managing Security Settings
Auditing the System, Users, and
Groups

+ Performing Self-Service Diagnostics
« Customizing the Service
+ Performing End-User Self Service

3 o

Total Total

0 0 4 2

Created Removed Created Removed

306 3 ©

Total Total

38 Failed Attempts

Directory Integrations

Download and Configure

Single Sign-On
External Identity Providers

@ Configured
Manage Identity Providers

e0e
< c

3 MyGE $% Confluence

&7 !dentity Cloud Service x +

B 6 E5 EPM 3 Exalytics

B9 Oracle

ge_saml_idp

Name *

Description

Show on Login Page

Identity Provider Metadata
Issuer ID *

Signature Hashing Algorithm
Include Signing Certificate

Requested NamelD Format

*
Identity Provider User Attribute

5 OracleCloud E5 ODTUG [E5 DLT 5 Microsoft B Tools

@ idcs-2ebdbaf6ee4741218ae7a8740e15341b.identity.oraclecloud.com/ui/v1fadminconsole/?root=security&security=external-idp

Test Login

ge_saml_idp

7
View

gefssprd

SHA-256

Unspecified

SAML Attribute

Delete

Edit

B Training B Social Network ES News

Save

ES Frequent



ecurity: Authentication and Authorization

® © ® & identity Cloud Service x  +

(& @ idcs-2ebdbaf6eed74f218ae7a8740e15341b.identity.oraclecloud.com/ui/vi/adminconsole/?root=apps&app=74be82647d20425a8c9a0989f021ab868&app-tab=app-roles

2 Confluence GE EPM Exalytics Oracle Oracle Cloud 0DTUG DLT Microsoft Tools Training Social Network News Frequently Used

= ORACLE identity Cloud Service

Dashboard

Users Applications > OABCSINST_CO

@ OARCSINST CO —

Applications [OABCSINST] CO

Jobs Details Configuration Application Roles Groups Users

Search Q, Select All %, Impor ., Export v E

Reports

Settings
ADMINISTRATOR

CA administrator

Security Admin Role

BCS ADMINISTRATOR

BCS administrator
Admin Role 1 Groups Assigned

RESTPROXYO_ADMIN
RESTPROXYO administrator
Admin Role

BCS USER

BCS user
1 Applications Assigned

RESTPROXYO_USER
RESTPROXYO user
Admin Role

CLIENT
CA client
https://idcs-2ebdbaf6ee474f218ae7a8740e15341b.identity.oraclecloud.com/uifvi/public/1...




Data Integration

Reduces code development and provides off-the-shelf integration to existing systems

0 ® 2 megrtion LI
ol & # leolcdevl-pefinanceipass. integration.acp.eraclesloud.camyic/integraticnmome facasink? paga=Inteqrations i B ‘ Integrat|on to break up CSV fileinto individualinvoices and pass to
ORACLE Intsgration ? 9 | the canonical invoice handling API
Local_Ingest_Invoice (6.0) ' * Integration to take in invoice data, enrich the data, and submit to
_ _ blockchain.

Apu Drivan Orchastration \f Activated: Wedresday at 735 PM UTC =

RER . Cifoent _ o Frim o * EVE Validation
* DRM Enrichment
* Integration to process PO data and submit to blockchain

0 e 0 0 ¢ 0 0 0 SR8 < o
* e 00@
| App Diiven Orchestration o Bowated:an L HEEISFMUTE =
o i 0_¢ ___!_,_,_?_,_ 2 F E 1o v - + s
% 4 e o

Al QO

ADN-11-Segment-Ya. Map to ValidateMulti..  ValidatebMultiple  Map to ADN-11-Seg. ADN-11-Segment-ia. ..




Oracle BaaS

Organization Nodes in the Blockchain Network

CO (Founder)

Dashboard Network Nodes Channels Chaincodes Developer Tools

Network Summary As of February 16, 2020 9:07:57 AM UTC-00:00 (& #*

2

Participating Organizations

&

Filter by Organization ID... Role: All

This diagram shows the network's structure and the relationships between organizations and nodes. Hover over an organization or node to find more information about it.

@ Organizaton @ Peer @ Orderer

c
@
CA




Oracle BaaS

Peer Nodes on Channels

ORACL. € Oracle Blockchain Platform Console A FrandscoPonce@ge.com ¥

CO (Founder)

Dashboard Network Nodes Channels Chaincodes Developer Tools

Channels > testch2 v

Ledger Ledger Summary As of May 17, 2020 8:24:04 PM UTC-0000 (¥ a‘

Instantiated Chaincodes

peers 2.71K 3.23K

Blocks User Transactions
Organizations
Channel Policies Al .
ACLs
Block # Time Type User Transactions
2713 April 2, 2020 3:46:29 PM UTC-00:00 data 1 =
2712 April 2, 2020 3:43:01 PM UTC-00:00 data 1
2711 April 2, 2020 3:42:21 PM UTC-00:00 data 1
2710 March 23, 2020 2:49:15 PM UTC-00:00 data 1
2709 March 23, 2020 2:48:01 PM UTC-00:00 data 1

Page 1 of543 2 3 > 2l PageSize 5 v




Oracle BaaS
Rich History DB

Configure Rich History

User Name

Wallet package file(Optional) Q

A Upload wallet file




Data warehouse

Rich History Database
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Analytics - Executive Summary

Executive

Y Year:All Initiator Country: Al RecipientBusiness: All InitiatorBusiness: All  Initiator Success: All  Invoice Currency: All

Total Invoice Total Invoice Amount Invoice Business Initiator

3,314 $12,334,069

Bl Aviation W Corporate W Healthcare

Blockehain Ti ion A by Initiator and USA Recipient Transaction Arima forecast for the next 7 days Executive Summary

600 Recipient Country: USA
The data shows the Total Invoice Amount for a total of 47 Initiator
Countries.

What stands out in this situation is that a few Initiator Countries account
for more than 80% of the total. There is a dominant group of Initiator
Countries. This group is composed of six Initiator Countries: FRA with
48.99%, USA with 15.87%, BRA with 4.93%, DZA with 4.38%, CAN with
4.07% and GBR with 3.05%.

Combined, the 41 other Initiator Countries account for 18.72% of the
total.

When taken together, the 47 Initiator Countries amount to a total value of
3,282,302, 69,836 on average. The most frequent value is 5,136 and
appears 14 times.

Your first dimension seems to be unordered. Unordered means that the
data is not in chronological order. This chart is commented as if you had
added together all the InitiatorBusinesses. Stay tuned, future releases will
improve captions for unordered dimensions.



Analytics - Transactional history

. . . = (: Present
Transaction lifetime N

Y Source Invoice Number: Al

) Last Update Date (Second), Status Code Description, Source Invoice Number

Source Invoice Number: GUS1_V542_1-5 Remove Selection Remove Selection

GUS1_vV542_1-5
01/22/2020 08:44:38 PM Status Code Description : Invoice has been settled

GUS1_v542_1-5
01/22/2020 08:44:38 PM Status Code Description : Invoice has been reconciled

L

GUS1_v542_1-5 GUS1_V542_1-5

01/13/2020 06:52:16 AM Status Code Description : EVE/DRM validation failed for invoice 01/22/2020 08:43:54 PM Status Code Description : Invoice has been updated from Ul
1112 119

Status Code Description EVE/DRM validation failed for invoice M Invoice has been updated from Ul M Invoice has been reconciled M Invoice has been settled




Analytics - Transaction provenance

Real-time

Y Year:All Initiator Country: Al Al Al Initiator Success: All Invoice Currency: All

Last Update Date: To 4/2/2020 12:00 AM

1l

1
GFR1.V642 113
01/13/2020 06

LIl

AU00206

LI
AU00206
0113/2020

. YT

The data represents Countinvoices for the following Status Code

Descriptions: T
AU00205
€ Invoice has been settled. 01/10/2020 11:43:52 PM Status Code De
€ Invoice has been reconciled. 1l
© Invoice has been updated from Ul. AU00205 )
© EVE/DRM validation failed for invoice. 01/10/2020 11:43:52 PM Status Code De

T

A single Status Code Description accounts for more than half of the total: 00308
Invoice has been settled, with 32, u-‘?z-

L

ECA_INV_12

1|
ECA_INV.12
2020 01:28:35 PM Status Code De

1
ECA_INV.12
1/10/2020 01:27:01 PM Status Code Description : EVE/DRM
L

ECA_INV_12
1/10/2020 01:26:34 PM Status

Al

im mn2 ns | ” I na

Blockchain Real-time invoice transaction by status code

GUS1 V54219 €X-0906

01/13/2020 06:52:16 AM St scription : EVE/DRM validation falled for invoice 01/20/2020 08:22:24 AM Status Code Description : Invoice has been updated from L
1 I 11l n ] [T T

GUS1.VE42.1-5 NONPOCX0002

01/13/2020 06:52:16 AM Status Code Description ; EVE/DRM validation failed for invoice 01/20/2020 03:18:09 AM Status Code Description : EVE/DRM validation falled for invoice

2116 AM Status Code Description ; EVE/DRM validation falled for invoice 01/19/2020 04:25:29 PM

01/13/2020 02:47:40 AM Status Code Description : Invoice has been set

2:47:40 AM Status Code Description : Invoice has been reconciled 01/18/2020 10:66:10 AM Status Code Dy

01/12/2020 03:23:12 PM Status Code Description : Invoice has been reconciled |IIl 01/17/2020 08:37

iption : Invoice has been

020 11:33:57 PM Status Code Description : Invoice

1/10/2020 01:61:55 PM Status Code Description : EVE/DRM vali

1/10/2020 01:32:12 PM Status Code Description : EVE/DRM validation failed for i

cription : EVE/ORM validation failed for invoice

ode Description : EVE/DRM validation failed for invoice | 01/16/2020 08:47:58 AM

1/10/2020 01:01:43 PM Status Code Description : EVE/DRM validation failed for invoice | 01/16;

(1 n 1 T

| 11l n { ] (RELE Ly

NONPOCX0001

Code Description : Invoice has been recon

[ LLLL | 1 Y TIRTTY T

CX-0908
01/18/2020 11:07:39 AM Status Code Description : EVE/DRM validation failed for invoice

I [ [L11 | ] UL E

CX-0007

scription : EVE/DRM validation failed for invoice

I 1T . | | JMLLE L

USE1_GFR1.1-17

cx_om
¢ Month Su 01/12/2020 03:23:12 PM Status Code Description : Invoice has been settied | | 01/17/2020 04:01:01 PM Status Code Description : Invoice has been updated from Ul
urrent Mol mmal
i L I I || 1 TN T
2 Months Last Update Date cx_om INVLPO3A

tatus Code Description : Invoice has falled - 3way match

[ [TT1 4T | | [ IR

GMX2_GFR1_3-25 INVPOKCO3
ottiod 01/16/2020 09:02:36 AM Status Code Description : Invoice has been reconciled | )l 01/21/2020 03:13:39 PM Status Code Description

l (1T il | | [ THCICTY
GMX2_GFR1_-24 INVPOKCO2
has been reconciled 0116/2 02:36 AM St ode Description : Invoice has been reconciled | lf 0 20 03:13:31 PM Status Code Description : Invoice has b

| (111 [0 ] TINTTICT
GMX2_GFR1_-24 INVPOCX0047
as been settled 01/16/2020 08:56:31 AM Status Code Description : Invoice has been reconciled || | 01/21/2020 02:20:45 PM Status Code Description : Invoice has fi

Combined, the three other Status Code Descriptions make up the rest of 10| | (| il | ) | [ TN
the list, accounting for 28.89% of the total. AU00204 GMX2_GFR1.3-25 INVPOKCO2
01/10/2020 11:33:§' v Status Code Description : Invoice has been reconciled 0 2020 08:66:30 AM Status Code Description : Invoice has been reconciled oV 120 03:13:31 PM Status Code Description : Invoice has b
When taken together, the four Status Code Descriptions amount to a total Y T | [T1 1] (] T 1111 | 0
value of 45, 11.25 on average I ‘ I
AN % ECA_INV.13 GMX2_GFR1.1-23 €X-0857
1/10/2020 01:53:02 PM Status Code Description : EVE/ORM validation falled for invoice | 01/16/2020 08:56:30 AM Status Code Description : Invoice has been settied | | 01/21/2020 09:45:54 AM Status Code Description : Invoice has bee

| (11 il | i | (110

OMX2_OFR1.1-23
ice | 01/16/2020 08:56:30 AM St

| (11 I : | | 110 .

315 PM

35 Code Descriptior

ode Description : Invoice has been reconciled nvoice has b

on failed for ir

ECA_INV_12 GMX2_GFR1.1-23 INVPOKCO1

1/10/2020 01:33:18 PM Status Code Description : EVE/DRM validation failed for invoice | 01/16/2020 08:47:59 AM Status Code Des: Invoice has been reconciled | lf 01/ 20 03:13:15 PM Status Code Description : Invoice has b
) I (11 [T TINCCTY g

ECA_INV_12 GMX2_GFR1_3-26 INVPOCX00528

01/21/2020 02:48:12 PM Status Code Description : Invoice has

i
INVPOCX0052A
0V/21/2020 02:47:62 PM Status Code Description

K
CX-0855

01/16/2020 08:47:58 AM Status Code Descriptior o has been reconciled

I (11 | i | [ i

GMX2_GFR1_-24
01/16/2020 0B:47:58 AM Stat

[ (11 | L] [ [ [10]

GFR1_GMX2_4-26

voice has t

ode Description : Invoice has been reconciled

validation falled for invoice )1/16/2020 08:47:58 AM Status Code Description 01/21/2020 09:38:37 AM Status Code Description © has beer
(L1 LN |
GFR1_OMX2_4-26 INVPOCX0052A

s Code Description : Invoice has been reconciled | | 01/21/2020 02:47:62 PM Status Code Description : Invoice h

| (11 I [l]A | [T

ECA_INV.12 AU00206
1/10/2020 01:03:28 PM Status Code Description : EVE/DRM validation failed for invoice | 01/16/2020 08:44:54 AM Status Code Description : Invoice has been updated from Ut

| ] (11 il | TN T
ECA_INV.12 AU00206

20 08:44:61 AM Status Code Description : Invoice has been updated from Ul

' v “||/1l I ne 120 | I"[l/zl II 122 V23 124 2s

ns ‘ ne I

W Invoice has been reconciled

EVE/DRM validation falled for invoice | Invoice has been settied W Invoice has falled - 3way match
W Invoice has been updated from Ul Invoice has falled - 2way match
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GFR1
GMX2
SSSS
V198
V535
V537
GUS1
USE1

Initiator Company Code, Settlement Type, Invoice Type, Recipient Company Code, Net Amount

Initiator Company Code: GFR1, GMX2, GUS1, SECA, SGIS, SSSS§, USE1, V198... +2

FX

PO

------_--"“-----4llll

CASHLESS

Non-PO

GFR1
V542
6101
GMX2
GUS1
SECA
SSss
USE1
V535
V537
v547
V895

» Distribution of invoices by
Company Code initiator and
Company Code recipient

 Distribution of invoices by

type of payment
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Using Blockchain to manage

Intercompany invoices

e
- Test User
earch for something... a a = P‘

EQ

Core x +

A Not secure | 10.212.99.6/#/pages/notification

%ﬂ IDEAL

A Doshboard Notification Panel Todoy | Week | Month Al Incoming | Outgoing

B Health Check

Rejections Transactions Held Invoices Disputed Invoices Accepted kY

094

B Purchase Orders

642

48 5 1 Invoice

525 Aging
3% 4 P

1% § Disputes 0% § 9% §

- PO Reciey

KB settlements

A Disputes
0  icAgreements
X Uplood

[l Analytics

Clear Filters

Invoice Date Initiator Company Code Total Invoice Amout

NH12-GMHZ_GFRL-2 Dec-20-2019

NH12-v895_v542-2 Dec-20-2019
Jan-23-2020

Dec-20-2019

Dec-20-2019

Nov

NH11-USE1_USEL-11

25

tems per pag

) esp si1gem B



Architecture Summary

iDeAL solution is built on a collection of pre-integrated cloud platform services

* Integration, Blockchain, Data warehouse, Analytics, Identity management
* Each strong, but providing greater value when used together

* Enables rapid development of complex applications using well-defined APIs
*  Supports declarative/low-code development of many components
* Provides independent layers of Microservices-based functionality

* Enables IT Flexibility and Business Agility

* Decentralized topology and flexible deployment architecture for corporate and BU needs, speeds
up execution of TSAs

*  Provides high availability and resilience of managed cloud services in a cost-effective manner

« Can easily evolve through ability to add additional BUs and ERPs, validations/enrichments,
process flows (disputes, holds, etc.), smart contracts, dashboards, and downstream integrations.
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